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TO INSTALL AN APK ON A FIRESTICK:

To install an APK on your Firestick from a computer running Windows or macOS:

.'

From the top-right of the Firestick home screen, click on “Settings.”
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Locate and select “My Fire TV.”

Settings°

% @ ®

My Fire TV Accessibility Help My Account

Select “Developer options.”

MY FIRE TV

About

Developer options 3 Enable ADB connections over
the network.

(e

Legal & Compliance

My Fire TV Sleep

Restart

Reset to Factory Defaults




Turn on “ADB debugging” and “Apps from Unknown Sources.”

il

An “Apps from Unknown Sources” warning message will display, select “Turn on.’

DEVELOPER OPTIONS

ADB debugging
ON

Apps from Unknown Sources

Allow installation of
ON

applications that are not

:] from Appstore. Turn this

option ON only if you install
apps from reliable sources as
a developer.

My Fire TV




TO INSTALL DOWNLOADER APP ON FIRESTICK/FIRE TV:

From the main menu, select “Settings” found towards the top right-hand corner.
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Select “My Fire TV.”

Settings°

<% 0 ®

My Fire TV Accessibility Help My Account

Select “Developer options.”

MY FIRE TV

About

Developer options 5 Enable ADB connections over
the network.

(e

Legal & Compliance

My Fire TV Sleep

Restart




Turn on “ADB debugging” and “Apps from Unknown Sources”.

DEVELOPER OPTIONS

ADB debugging
ON

Apps from Unknown Sources
ON

Allow installation of
applications that are not
:] from Appstore. Turn this
option ON only if you install
apps from reliable sources as
a developer.

My Fire TV

Navigate back to home and select the “Search” icon.

Q Home Live YourVideos Free Movies TV Shows Apps Settings0

(Y to Voice Search

Enter “Downloader” into the search bar.

Q

Press and hold @ to Voice Search

Q Down

e A

Q_ Downton Abbey

Q_ Downloader App

Click on the “Downloader” app.
Q “Downloader”
nloader
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APPS & GAMES

MOVIES AND TV

Download

Select “Open,” then “Allow,” then “OK.”



INSTALL APK’S ON AN ANDROID PHONE OR TABLET:

Before installing an APK on your Android device, consider enabling an app scanning
feature by Google Play Protect. It fishes out potentially harmful apps, by scanning them
before download, and those already installed on your device.

It's typically enabled by default. To check whether the app scanning feature is enabled
on your Android device:

Launch Google Play Store.

Cleaner

From the top right-hand corner, click on the “initial”.

Categories Family Editors' Choice

Explore Editors' Choice X
A rotating selection of the best

games, handpicked by the Play
Store editors.

OK

Editors' Choice Games -

Stardew Valley Legends of Merge Magic!

295MB P23500 Runeterra 100 MB
65 MB

A 5e il

Games Apps Movies Book




My apps & games

Library

Payments and subscriptions
Play Protect «
Notifications and offers

Settings

Help & feedback

Privacy Policy Terms of service

& Play Protect

No problems found
Play Protect scanned yesterday

Scan

Recently scanned apps

+59
8o e
Apps scanned yesterday
Play Protect regularly checks your apps and

device for harmful behaviour. You'll be notified of
any security risks found.

Learn more




Play Protect settings

General

Scan apps with Play Protect
Play Protect can scan this device
and warn you about harmful apps

Improve harmful app \
detection ‘

Send unknown apps to Google for
better detection

< Play Protect settings

General

Scan apps with Play Prote

Play Protect can scan this device ‘
and warn you about harmful apps

Improve harmful app

detection ‘

Send unknown apps to Google for
better detection




TO INSTALL APK'S ON A GOOGLE DEVICE WITH
ANDROQOID 8.0 OREO AND NEWER:

Navigate to and open “Settings.”

Linkedin Alarmy Y

Select “Apps & Notifications.”
Click on “Advanced” to expand it.

Click on “Special app access.”

< Privacy

SECURITY STATUS

Google Play Protect 5

Apps scanned yesterday at 13:43

Find My Device N

On

Google Play system update N
March 202

Security update N
March 202

Special app access >

ADVANCED

Encryption & credentials Encrypted >

Protection from Wi-Fi probe requests  on >




Special app access

Modify system settings

Adaptive Notifications
Android Adaptive Notifications

Notification access
Picture-in-picture
Premium SMS access
Unrestricted data
Install unknown apps
Usage access

VR helper services
Device ID

Device ID for personalised
recommendations

Install unknown apps

Camera
Not allowed

Carrier Services

Not allowed ’

Chrome
Not allowed

Cleaner
Not allowed

Clock
Not allowed

Compass
Not allowed

Contacts and dialer
Not allowed

Device Health Services
Not allowed

Digital Wellbeing
Not allowed

< Install unknown apps

Allow from this source *

Your phone and personal data are more vulnerable

to attack by unknown apps. By installing apps from
this source, you agree that you are responsible for any
damage to your phone or loss of data that may result
from their use.




TO INSTALL APK’'S ON A SAMSUNG DEVICE WITH
ANDROQOID 8.0 OREO AND NEWER:

Navigate to and open “Settings.”
Select “Biometrics and security.”
Click on “Install unknown apps.”

Click on the trusted application you want the APK file to install from, e.g., Chrome
or My Files.

Click on the toggle button next to the “Allow from this source to enable” option to
switch it on.

TO INSTALL APK'S FROM YOUR PC WITH ADB:

Install Android Debug Bridge on your PC. Use a Windows third-party tool like ADB
15 Seconds Installer for a quicker and easier way to install it.

Open a CMD window and enter the command “adb-help” then hit “Enter.”

BN Select C:\Windows\system32\cmd.exe — O X

Microsoft Windows [Version 10.0.19642.867] e
(c) 2620 Microsoft Corporation. All rights reserved.

C:\Users\swipe>adb --help
Android Debug Bridge version 1.8.32

Revision eac51f2bb6a8-android

-a directs adb to listen on a

-d directs command to the onl
returns an error if more t

-e directs command to the onl
returns an error if more t

-s <specific device> directs command to the de
serial number or qualifie
environment variable.

-p <product name or path> simple product name like

a relative/absolute path tM

ADB version, global options, general commands, and Networking information
should now be displayed in the window.

B Select C\Windows\system32icmd.exe - o x

will disconnect from all connected TCP/IP devices.

device commands:
adb push f:ET=<local> <remote>
- copy file/dir to device
('-p' to display the transfer progress)
adb pull [-p] [-a] <remote> [<local>]
- copy file/dir from device
('-p' to display the transfer progress)
('-a' means copy timestamp and mode)
sync [ <directory> ] copy host->device only if changed
(-1 means list but don't copy)
(see 'adb help all')
adb shell run remote shell interactively
adb shell <command> run remote shell command 3
adb emu <command> run emulator console command
adb logcat [ <filter-spec> ] - View device log
adb forward --list list all forward socket connections.
the format is a list of lines with the following fo
<serial> " " <local> " " <remote> "\n"
adb forward <local> <remote> - forward socket connections
forward specs are one of:
tep:<port>
localabstract:<unix domain socket name>
localreserved:<unix domain socket name>
localfilesystem:<unix domain socket name>
dev:<character device name>




If you receive an error message instead, try closing the window, re-opening, then
entering the command again.

To connect your TV, locate and click on “Settings.”
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Then select “Device preferences,” then “About.”
Scroll down and click on “Build” until the “You are a developer” message appears.
To find out your TV’s IP address, navigate to the Settings page.

Select “Network” and click on the active connection. The IP address is typically
listed towards the top.

ABOUT

Storage SSID:
! TV-wifi
* IP Address:
Network 192.168.0.112

EE o
Check for Updates 192.168.0.1

Subnet Mask:

25525595510

My Fire TV DNS:

192.168.0.1

MAC Address (Wi-Fi):
14.0A.C5:

To connect the ADB on your computer to your Amazon Fire TV, on your computer
enter and run the command “adb connect” followed by your TV’s IP address.

BN C:\Windows\system32\cmd.exe - o X

adb ppp <tty> [parameters] - Run PPP over USB.

Note: you should not automatically start a PPP connection.

<tty> refers to the tty for PPP stream. Eg. dev:/dev/omap_csmi_ttyl
[parameters] - Eg. defaultroute debug dump local notty usepeerdns

adb sync notes: adb sync [ <directory> ]
<localdir> can be interpreted in several ways:

- If <directory> is not specified, /system, /vendor (if present), /oem (if present

- If it is "system", "vendor”, "oem" or "data", only the corresponding partition
is updated.

environmental variables:
ADB_TRACE - Print debug information. A comma separated list of
1 or all, adb, sockets, packets, rwx, usb, sync, s
ANDROID_SERIAL - The serial number to connect to. -s takes priority
ANDROID_LOG_TAGS - When used with the logcat option, only these debug

C:\Users\swipe>adb connect 192.168.0.112
* daemon not running. starting i w on port 5837 *

* daemon started successfully * M
connected to 192.168.0.112:5555 4

C:\Users\swipe>_




Accept the prompt that appears on the TV. Then you'll receive an ADB successful
connection message.

To confirm successful connection another way, enter and run command “adb devices.”
To install the APK files that you want, enter and run the command “adb install” —
space, then move the downloaded file to the app window.

When the complete path is pasted in the file, click “Enter.”

You should receive a success confirmation message and the app will be displayed
on the TV.

To sideload an APK next time, just enter and run the command “adb connect” from
your computer and then command “adb install” for each APK.



TO SIDELOAD A FIRE TV DEVICE USING A
DOWNLOADER APP:

In this example, we'll use the Fire TV Stick Lite, though these instructions will work for
any Fire TV variation. To install Downloader and enable “Unknown Sources,” do the
following:

From the home screen, locate and select the “Find” option.

Select “Search,” locate and select “Downloader.”

APPS & GAMES

o
dfolio skyfolio
dropbox photos & slideshows | ‘onedrive photos & slideshows

e The S
Bl Latest
mSU l Download

Select the “Downloader” app, then click on “Download.

MOVIES AND TV

Once the install is complete, select “Open.”

Go back to home and access “Settings.”

2 YouTube | & YouTubeKids
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Select “My Fire TV.”

Settings°

% @ ®

My Fire TV Accessibility Help My Account




Select “Developer options”.

MY FIRE TV

About

Developer options Enable ADB connections over
the network.

(e

Legal & Compliance

My Fire TV Sleep

Restart

Reset to Factory Defaults

Click on “Apps from Unknown Sources.”

DEVELOPER OPTIONS

ADB debugging
ON

/O'\NPPS from Unknown Sources Allow installation of
applications that are not

:] from Appstore. Turn this
option ON only if you install
apps from reliable sources as
a developer.

My Fire TV

Locate and select the “Downloader” app.

This enables “Unknown Sources” for the “Downloader” app and allows sideloading
on your Fire TV device.



TO SIDELOAD AN APP TO YOUR AMAZON FIRE TV DEVICE:

Go to the official website for the app you wish to sideload, e.g., Kodi.tv./IPTV
Smarters Pro.

Locate and select the Download and download for Android option.

e
Windows Linux Android Raspberry Pi
i0S MacOS tvOS

Press and hold on the download link, then choose “Copy link address.”

Kodi for Android

Pre release Development Builds

Kodi v19.0 "Matrix"

The success of running Kodi on an Android device depends on a number of
factor there is so many different devices with different capabilities. Check
the "How To" link for more help.

LB Send link toyour devices

Save link as...

f you need extra help, check out our "How To" guide for Ani :my:mkaddmss‘—

Go to notepad and paste the link in there.

_| *Untitled - Notepad — O bt

File Edit Format View Help
https://mirrors.kodi.tv/releases/android/arm/kodi-19.8-Matrix-

armeabi—v?a.apk?http5=1| Und
nao

Cut
Cop

Paste

Delete I/\\s

Select All

Right to left Reading order
Show Unicode control characters

Insert Unicode control character »

Open IME

Reconversion

Search with Bing...

Ln 1, Col 86 100%  Windows (CRLF) UTF-8




From here, you have two ways to enter the link into Downloader:
Either type in the full address, or

Use bitly.com to shorten the address. Paste it into the “Shorten your link” text field,
then hit “Shorten.”

Kodi for Android

Pre release Development Builds

fyou need extra help, check out our "How To" guide for Animmssss Mad:k?ss‘_—

Once you've entered either the long or shortened version of the address into
Downloader, click on “Go.” It should automatically start to download.

https://bit.ly/3fmnbD3|
7 0

i
t

@

%  &cé Space Delete Clear

(3 Previous ) Go

Press and hold (@) to say words and phrases

If the Bitly address doesn’t work, type in the original long address.

From the install window that pops up, click on “Install.”

Q Kodi

Do you want to install this application? It will get access to:
read the contents of your SD card
DEVICE ACCESS

full network access
view network connections

pair with Bluetooth devices

automatically launch at startup
retrieve running apps

prevent TV from sleeping

change your audio settings

provide TV listings
read TV listings

CANCEL INSTALL

Then click on “Done” or “Open.”

The app should open, then follow the on-screen instructions to start using the app.



If you can’t access the app because it doesn’t display with the others:

Go to “Settings” on the home screen.
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Select “Applications” > “Manage Installed Applications.”

APPLICATIONS

GameCircle

[:] D w Manage Installed Applications View and manage installed

applications, including force
stop, uninstall, clear data,

D and clear cache.

Internal Space

Applications )

690MB of 5.94GB available

Scroll through the list to locate the app.

Applications

o DperVPH Conmect

=

[ PAC-MANZ56

Select it, then hit “Launch application.”

KODI

Launch application 4*-_ Version

19.0

Size

Force stop 150MB

Storage
Uninstall Application: 150MB
Data: 0.00B

Cache

Clear data Cache: 0.00B

Launch by default
Clear cache No defaults set.




TO SIDELOAD A FIRE TV DEVICE WITH AN
ANDROID PHONE:

You can find the Android APK on your Fire TV’s internal storage. You'll need to
download the “Total Commander” app to your Amazon Fire TV device:

To get to the installation page, on your remote, hold down the “Alexa” button and
say, “Total Commander app.”

Q

Press and hold (® to Voice Search

Q Total Comm

Q Total Commander

Total Commander App

To install it, click on “Get.”

Total Commander

%k Kk k% (5470) All Ages

Android version of the desktop file manager Total Commander
(www.ghisler.com). Total Commander also supports root functions,
but does not require them. Caution: Rooting and root brushing your
mobile device can compromise its performance. Main features: - &=

9 Free to download

TRAILERS & SCREENSHOTS

Again, hold the “Alexa” button and then say, “Send files to TV” app.

To install the app, select “Get.”

SLREEMSHOTS




On your Android device, install the “Send files to TV” app.

Y Sendfilesto TV
Yablio
Contains ads -+ In-app purchases
4.5% ™
18K reviews 3.6 MB Rated for 348 Downl¢

About this app >

Easily transfer files to your Smart TV android from
your mobile or your computer

Tools

On both devices, open the “Send files to TV” app to give the necessary
permissions.

From your smartphone, select “Send” and select the APK file to sideload.

SENDK

RECEIVE

It will be sent to your Amazon Fire TV Stick. Bear in mind that for “Send files to
TV’ to work, both devices should be connected to the same Wi-Fi network.



’

Once the APK has been transferred, access “Total Commander” and look in the

Download folder to find the APK.

H TotalCommander | = Main menu | <-Select | ->Switch to other panel

/storage/emulated/0/Downloader
Internal storage
713.5M / 5.9G6 711.7M / 5.96 /storage/emulated/(

y CCleaner Cache Cleaner Phone Booster Photos
Optimizer_v5.1.1_apkpure.com.xapk /storage/emulated/0/DCl!

27.1M 10/27/20 01:50 PM Downloaded files

/storage/emulated/0/Download

Q kodi-19.0-Matrix-armeabi-v7a.apk

73.1M 03/30/21 09:24 AM .
File system root

711.7M/ 5.9G

I! Bookmarks
- Installed apps

Select it and click on “Install the app.”

CCleaner Cache Cleaner Phone Booste...

This program is not yet installed on your
device.

Package name: CCleaner
"com.piriform.ccleaner”
Version of this file: 5.1.1

Do you want to install it?

INSTALL OPEN AS ZIP

OPEN FILE

On the next page, allow “Total Commander” to “Install unknown apps.”

Click on “Install” and the Android APK will sideload onto your Fire TV Stick.

‘f CCleaner

Do you want to install this application? It will get access to:

automatically launch at startup
close other apps

draw over other apps

control vibration
prevent TV from sleeping

read sync settings
toggle sync on and off

delete all app cache data
install shortcuts

measure app storage space
modify system settings

com.google.android.c2dm.permission.RECEIVE

CANCEL INSTALL

Navigate to “Appstore” > “All Your Apps” to see your sideloaded apps. Some apps
may show an incorrect icon.

Note: Because Fire OS is a highly modified Android OS, some Android apps won't
be able to run on Fire TV Stick.



TO ENABLE THIRD-PARTY APPS IN SETTINGS:

To enable third-party apps installation on an Android device:
Navigate to “Settings” > “General.”
Click on the “Security” option.
Check the box next to the “Unknown Sources” option.

Select “OK” to the warning message.

ADDITIONAL FAQs
HOW DO | INSTALL APK FILES ON AMAZON FIRE STICK?

In this example, we'll use the Fire TV Stick Lite, though these instructions will work for
any Fire TV variation. To install Downloader and enable “Unknown Sources,” do the
following:

From the home screen, locate and select the “Find” option.
Select “Search,” locate and select “Downloader.”

Select the “Downloader” app, then click on “Download.”
Once the install is complete, select “Open.”

Go back to home and access “Settings.”

Select “My Fire TV.”

Select the “Developer” options.

Click on “Install unknown apps.”

Locate and select the “Downloader” app.

This enables “Unknown Sources” for the “Downloader” app and allows sideloading on
your Fire TV Device.

HOW DO | SIDELOAD AN APP TO MY AMAZON FIRE
TV DEVICE?

Go to the official website for the app you wish to sideload, e.g., Kodi.tv./IPTV
Smarters Pro.

Locate and select the Download and download for Android option.
Press and hold on the download link, then choose “Copy link address.”
Go to notepad and paste the link in there.

From here, you have two ways to enter the link into Downloader:
Either type in the full address, or

Use bitly.com to shorten the address. Paste it into the “Shorten your link” text
field, then hit “Shorten.”

Once you've entered either the long or shortened version of the address into
Downloader, click on “Go.” It should automatically start to download.

If the Bitly address doesn’t work, type in the original long address.



From the install window that pops up, click on “Install.”
Then click on “Done” or “Open.”

The app should open, then follow the on-screen instructions to start using the app.

IS THERE A NordVPN APP FOR FIRE STICK?

Yes, there is. Visit the official NordVPN website to download the application and start
using it on your Fire Stick.

HOW DOES AMAZON FIRE STICK WORK?

The Amazon Fire Stick streams content directly from the internet as opposed to
downloading it onto a device. With your Fire Stick plugged into your TV’s HDMI port and
connected to your Wi-Fi, sign in to your Amazon account and you'll get to access to all
your favourite content in real-time.

The things you'll have access to include:

® Any music and video purchases made using your Amazon account
® Any pictures uploaded to your Amazon Cloud account

® Thousands of apps and games

® Netflix and YouTube

® For a fee, other TV and movie streaming services like Hulu.

Even though not all the services are free, using a Fire Stick can work out cheaper than
the typical monthly cable TV package, with the option for a wide variety of choices
when sideloading other apps to it.

ACCESS TO APPS OF CHOICE VIA YOUR AMAZON
FIRE STICK:

Installing APK’s on to your Fire Stick opens up access to pretty much any application
you want outside of the Google Play Store. However, this freedom could expose your
devices to harmful malware and viruses; thankfully, Google provides robust security
measures to block them.



